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Course Code: BCS703 | Course Name: Cryptography & Network Security

Question Bank

Q. Module-01 M| L C
Draw the simplified model of symmetric encryption and explain it. 4 | L2 |CO1
2. 6 |Ll1]|co1
list the three independent dimensions of cryptographic systems
3. | Define following terms: 6 |Ll|cCo1
1) Cryptography
ii) Ciphertext
iii) Encryption
iv) Decryption
4. | Explain Caesar cipher with example 10 | L3 | co1

OR

Interpret ceasar cipher substitution for below message: meet me after toga
party and explain the mathematical equations with key =3.

5. | Apply play fair cipher algorithm. Find the cipher text for plain text | 10 | L3 | CO1
=“instruments” with key =MONARCHY.

OR

Encrypt the plain text “electronics” using a play fair cipher with a key=
INDIA

OR

Explain the Playfair cipher and its rules for the following example

Plain text =cryptography key =MONARCHY

OR

A message is received at an Australian wireless station in Playfair code:
KXJEY UREBE. The key used was ROYAL NEW ZEALAND NAVY.
Decrypt the message.

6. | Demonstrate and Explain the plain text = ‘cryptography’ using Hill cipher | 10 | L3 | CO1
technique with key matrix

K:lg 4

5 7] and decrypt the same.

OR
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Using Hill Cipher technique, encrypt the plain text “Paymoremoney” using

17 17 5
21 18 21
2 2 19 '
the key K= [Hint:a=0,b=1, ...... ,z=125].
OR
Encrypt the message "MAM" using Hill cipher with key K=
6 24 1
13 16 10
20 17 15
Further show the calculations for corresponding decryption of Cipher text.
OR
Encrypt the message “Meet me at the usual place at ten rather than eight
O’clock™.
Hill cipher with key

lg 4]
Show your calculation and result.

7. | In the One — time pad version of a Vigenere Cipher, Key streami1s 90723 | 10 | L3 | CO1
152114 11 11 2 8 9. In this scheme, encryption is done by shifting with
number mentioned in the key. Modify and Encrypt the plain text
“sendmoremoney” and using the Cipher text obtained, find a key such that
Cipher text decrypts to “cashnotneeded”.

8. | Distinguish between: 6 |L2|cCo1
1) Confusion and Diffusion ciphers
i1) Block cipher and stream ciphers

9. | Infer Feistel encryption and decryption algorithm with neat diagram 8 | L2|cCo1

Differentiate confusion and diffusion, explain the working of
Feistel structure of DES method

10. | Summarize DES encryption algorithm with need diagram 10 | L2 | CO1
OR
With a neat schematic ,explain the DES encryption algorithm

11. | Given data=208 and [P=[4 1 8 2 3 5 6 7] (IP means Initial Permutation). | 6 | L3 | CO1
Find the permutation of the data and its inverse by applying suitable
algorithm.

12. | Define substitution and transposition techniques. 4 | L1j|co1

Module-02

13. Co2

Explain about pseudorandom number generators based on asymmetric
cipher
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14. | With a neat diagram, explain the six ingredients of a public-key | 6 | L2 C02
cryptography.

OR

Explain Public-Key Cryptosystems.
OR

Differentiate Public Key Encryption and Conventional Encryption.
Classify and explain Public Key Cryptosystems.

15. | With relevant diagram, explain Authentication and secrecy in public-key 8 | L2 €02

cryptosystem.

16. | What requirements must a public-key cryptosystems fulfill to be a secure 8 | L2 C02
algorithm?

17. | Explain the requirements and applications for public key 10 | L2 €02
cryptography.(3+4)

18. | Explain RSA algorithm operation in detail. Perform an encryption of plain | 10 | L3 C02
text and decryption of cipher text using RSA algorithm for P=3,q=11, e

=7and M =5.(R)

OR

Explain the description of the RSA algorithm.
OR

Explain RSA algorithm. Using RSA algorithm perform encryption and
decryption usingp=17,q=11,e =7 and M = §88.
OR

In a Public key system using RSA, you intercept the ciphertext C = 10 sent
to a user where n = 221. What is the plaintext

19. | Infer about the security of RAS 4 | 12| cCo02

20. | Explain Diffie-Hellman key exchange algorithm. Apply Diffie-Hellman key | 10 | L3 C02
exchange algorithm for q = 71, as primitive root o = 7. A's private key is 5,
B's private key is 12. Find: i) A's public key ii) B's public key 1iii) Shared
secret key.

OR

Explain the Diffie-Hellman key exchange algorithm.

OR

Explain Diffie-Hellman key exchange algorithm and also show that the
calculations produce the identical results.

OR

Consider a Diffie-Hellman scheme with common prime, q = 11 and

primitive root o = 2.
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1. Show that 2 is a primitive root of 11.

ii. If user1 has public key YA =9, what is A's private key XA.

iii. If user B has public key YB = 3, what is secret key K shared with A.
OR

Evaluate a Diffie-Hellman key exchange concept for prime number q = 71
and primitive root o = 7.

1) If user A has private key XA =5, what is A's public key YA= ?

i1) If user B has private key XB = 12, what is B's public key YB = ?

iii) What is shared key?

21. | Diffie-Hellman Key exchange is vulnerable to Man-in-the-middle attack. | 8 | L2 C02
Substantiate with a sequence diagram.
OR

Compare how Diffie-Hellman key exchange algorithm useful in evaluating
man-in-the-middle attack concept.

22. | Explain Symmetric Key Distribution using Asymmetric Encryption with a 10 | L2 Cc0o2
solution for Man-in-the-Middle attack.

23. | “Diffie -Hellman Key Exchange is vulnerable to Man-in-the- middle attack” | 10 | L2 Cc0o2
sustainable with a sequence diagram.

24. | Explain about the elliptic curve cryptography 6 |L2] CO2

25. | Discuss elliptic curve cryptography for analog of Diffie -Hellman key 10 | L2 C02
exchange and explain with neat steps

Module-03

26. | Explain the applications of cryptographic hash functions in network 10 | L2 co3
security with suitable examples.

27. | Explain the two simple hash functions with suitable examples. 10| L2 | CO3

28. | What is key management? Explain the importance of key management 10 | L2 co3
and distribution in cryptography.

29. | Explain the procedure for symmetric key distribution using symmetric 10 | L2 co3

encryption with a neat diagram.

30. | Explain the different methods of public key distribution in cryptography. 10| L2 Cco3

31. | What is an X.509 certificate? Explain its format, important fields, and 10 | L2 co3
applications.

32. | Explain the concept of Public Key Infrastructure (PKI) and describe its 10 | L2 co3
major components and functions.

33. | Differentiate between symmetric key distribution and asymmetric key 10 | L2 co3
distribution with suitable examples.

34. | Explain how X.509 certificates and PKI work together to provide secure 10 | L2 co3

communication.
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35. | Explain the working of a Public Key Infrastructure (PKI) with a neat 10| L2 co3
diagram, highlighting the roles of the Certificate Authority (CA) and
Registration Authority (RA).

36. | Compare symmetric encryption and asymmetric encryption in key 10 | L2 Co3
distribution, explaining their advantages and limitations.

Module-04

38. | Explain the principles of remote user authentication and discuss the steps | 10 | L2 co4
involved in the authentication process.

39. | Explain the Kerberos authentication protocol with a neat diagram, 10 | L2 co4
describing its components and working procedure.

40. | Explain remote user authentication using asymmetric encryption with a 10 | L2 Cco4
suitable example and diagram.

41 | Compare Kerberos authentication and remote user authentication using 10 | L2 co4
asymmetric encryption.

42 | Explain the major web security considerations and threats and discuss the | 10 | L2 co4
techniques used to protect web applications.

43 | Explain the architecture and working of Transport Layer Security (TLS) 10 | L2 Co4
with a neat diagram.
44 | Describe the TLS handshake protocol and explain how it establishes a 10 | L2 co4

secure connection between a client and a server.

45 | Explain the major email threats and discuss the measures used to provide | 10 | L2 Co4
comprehensive email security.

46 | Explain S/MIME (Secure/Multipurpose Internet Mail Extensions), its 10 | L2 co4
services, and its working procedure.

Explain Pretty Good Privacy (PGP) and describe its services and operation
in securing email communication.

Compare S/MIME and PGP with respect to their architecture, key
management, and applications.

Explain how digital signatures, encryption, and message authentication
are used to secure email communication.

Describe the process of sending and receiving a secure email using PGP,
with a suitable diagram.

Discuss the role of TLS, S/MIME, and PGP in providing security for web
communication and email systems.

Module-05

47 | Describe the IP security overview and the need for IP security policies. 10 | L2 COo5

48 | Explain the LSB (Least Significant Bit) encoding technique with a suitable 10 | L2 C05
example. LSB (Least

49 | Explain watermarking and its intuitive and digital methods. 10 | L2 CO5
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50 | Illustrate the process of data hiding in text using innocuous text 10 | L2 COo5
techniques.

51 | Briefly explain about BPCS steganography? Explain its working principle 10 | L2 COo5
and advantages.

52 | Explain the different techniques of data hiding in images, including LSB 10 | L2 CO5
encoding.

53 | Explain the concept of lossless data hiding in images and discuss its 10 | L2 COo5
working procedure

54 | Explain text-based data hiding techniques, including intuitive methods, 10 | L2 CO5

simple digital methods, innocuous text, and mimic functions.

55 | Explain the concept of data hiding and discuss its important applications 10 | L2 CO5
in data security.

56 | Explain mimic functions in text-based data hiding with suitable examples. | 10 | L2 COo5
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